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Abstract

Militaries possess a strong bias for the latest technologies. Artificial intelligence
(AI) is no exception, and an arms race for defense Al has been ongoing for over a
decade. This has become more pronounced in recent years. The paper offers an
outlook on AI's embrace by nation-states, from top-tier powers to disruptive ones.
It delves into the prospect of humans being taken out of the decision-making loop
and the manner in which defense Al challenges the role of government leaders and
military commanders alike.

Keywords: Al, warfare, defense AI, cyber, security policy, decision-making,

artificial general intelligence (AGI), Gaza war, Russia—Ukraine war.

02025 119541« 22 330l « dnuulill &l e dailpdl Glwlpllélas | 8



RUPS GUT g:uhaam;ls;m).aagé.,@).’ﬂl

PRV
sasmiall @l @il 7 kay 4T A salall 33 pmall Gapds 53kl e lilam¥ 1 sIS1 La)
e oeladl puBT By s asly Ladlbs e o wwliandly BMSHT Gusidle 2y, il plal
w;,ﬂuégcmamm\s;m;uau;ﬁi;;\,,;_mgga_wb_ma_m Dugi . guanll
;bw\;|¢iﬁ# UJ\‘Z\EL"A‘L((?:\_&._\J\ el ¥ 1S ol Gl 4]l 1
0 38lsh Loy e lila Y 1 £ U1 ya g5l oim pranid e (64801 G 5al Lataa’ | bl

byl lgsIlany lgard Dlaglaia

SIS AN L1 L 5350 0 BaaaSOl Joomppay Ly F5laad Byl (5315 (o ya 5 B
¥ o)L day hublanall 3 ,—dll Gaiw GT11933 g g padl Lanls 3 pelilasY |
Orad ST g slalall Jouad 5 2) ¥ Aaale 2Ll (o 4810S5 Ly el Y1 S U1 Of Lass
-\->uw>u3 C@J‘wuiuhdsuod‘uﬁ)—kd‘«e—whm‘wm N———
..\.a_a_n_:g ddaliadl (po unjell masg . 23945 w3l 4 4.‘4)3 IR u3 O galall O guclied!
CAGI| plall el Y| SN 55 55kt 5,455 &5l ma ,iST @ im0 in

O e 585 Gludsi ol G399 cdpndly 8,003 IMS (e dpadlloda 4wl (LBLS
PACRU{ P P PUPPYP-& SIS | PERPYUSS [P JUP i S0 L P P NS PP - DL S PN
s AaLa | LIS |y Slasdl 5515 ¢ 650801 Al limlill ] b e lilaws Y|
e lilan Y1 IS UL Loy el AN

e Llam ¥ £ LS 8 2 gyt : ¥ g

oyadl O € yadl (e g 11 IS B 51855318 (50 1S (6,8 wall JLaiall Jody
i Lgtads OF iy 1AL ¥ ool 3 O g Lia (s . Lgiind Lo Lgisl LiaS cslyyadis
ke LaSs . Apylmiad) BLLY T L g sy S Aililaall Aplly (S ually a3l Aisa
Filags oS0 1513 Awbead ) el Sl- Laya e (el OF 09 oyt IS Dygaill Gl
@. \)Jtu)m;u_mudpmumuyc_wﬁu;mm\s.muu — &y
e lsd DS 2025 sy re—d b oS Dalelaad cLiSTo L wgy Gu iyl B oLl
Gy | SBSLEN e llaw Y1 IS UL Aage el B yual | LSl Chas Ladie cApall]
£yl LS5 pamg!l CalS Uals L ww) (pe daswly Dol Luacs e Bydiiiall A |
LAy Apegoglly sl Lgilad Canialle ;¥ 98 Oibylike 35 die 5o Ly ddnall
LY (KPS RPRUI] NP PLSPSNT-E P SOMPS P PO B T W - WOL-{ 0N { PR W PRS- SR
£ISUL Aage e @o—> plos A alaildla gy e Gl | 8 pu—sadl Sl Ually Al wu LI
i y538T e polaadl pomnas diag M Slbis BLISY Ghiala OIS L e lilasY|
a)los )l 2elai¥ 1 g wl) e ol dminy Lo elilac ¥ eIS 1 Sakail sl

[PYRV-YS



elowwy. € Gospel | Jiwse » o « Habsora | 5y guai>» 9. «Lavender | ,uid¥» Jia . il
Shilaa Cuded Lle A50all el ¥ cIS UL dage dall Aai¥ | C5IS cauad e ol s e
el B JLaba ¥y eluwilly Jlomyd) o Guied) Blagilanl 3 iyl 3¢ 28,85 5ue (ulos
Loyl 3lay Liag P ale 22315all5 slyedl Bugll sl Olsd rdie Gouw Gt zlisu ¥
BB 53 e el 58 Lila—diall CBlagia¥ | Eislam ©as] le ¢ L] il L
o .(3)«).4%J;m\hjdgﬁi“mmm@iaj_m»

selilaw ¥ IS UL dage adl Aalai¥ ) Jlaniol Sy 431U oy ALY 1 0 da SV a9
Dl s 15015 L gl IS Tg3 Ciliaie i Ay gomd lilae Al 33k Aulledy
0gi5S B didiall Cuilony dae el Blagiwl I A8Lo Yl Badaadl fylsaall e
conlilaa

SLaBF 190 T e SISt a9 A, Sall Lo ol B e Liatall el 15 B9
025 U1 e 3 JaLall (ISR) ool g3halud s Adlrally ShLsiuwd | Slatas dyeliall
D13 350 (e KaT (A TLab Ayilaslan Gadlaad Aol 53 Ll (s Olbgla Lgie
oo llall @i’ e cAueB N @Bl 305 Jawl 185 45 madl Gl b AB5a105 dayy
Liarlay (Biosadly . AT B SLAS 313,518 351 Slalas (2a518 DLy dadlas Slyud
Cra - BT Sl Liel T 5olonid Lgmduy 3yl 35401 S03aT I Lgun g A aTl didaate
Saia sl GLaSI agas (93 (o seilans € oelddl Lelilawo Y1 IS oo Ll Lo ¢S
Syl e 5 Gle JUAN 8 Gelilaw Y1 elS U193 junlay ¥ dalusiwl plal) BLLY
Ciompol A8l dmlis 85 . RS an] awlSia Lyl ey 03 e 2SS
B yaiad | S5 Jia e s yTo oo 13345 ,58T Lo lilamn ¥ IS UL dage wall dakai¥ |
d5Taa Siad) Ba¥1 Dlgals czoasall ,a\_\s;_mx”\;\;j Gy Slaaally Al g
RPN

G B pumn L) G el AL gradha o) g Slion 35 e Libaua ¥ 5IS 11 Lny
0o Bla oS sy datlas Gle cdaidia OIS (pais donantadl dilia)) s Joal
(LI — s Y o SN e o= Je S Baiaia yaleas e 535ls]| Slaglaall
o ASI Aataily  Aue Luall HLad¥ 1y dgmd | ,Sad | 1Y | e g 0B el | oy LLat g
cgelen ¥ ol Dlaia Sig dy e L Lsiwd | DY S99 ¢ (519,83 |

Jusbvs#)l.ugsjmgt;g}w ‘;bub:‘s_,_ayaﬂmbm,ﬂ;.ugal& iss
O ol iy Loy o35 DLl ada gras e lilao ¥ 1S Silia s mulaions - dye Lo
Lkasd L e (6T ilaadl mun ol A LalSiag Ao 5y 5um pdaid e 23U 1Y 1S
293 yaliy ¥ Liag eI,y dlaioall Sl ugilll aBlos Laastl D811 b s Luslgs

2025 119541« 22 330l « &nuulill &l o dailpatll Slwljall 8lao | 10



RUPS GUT g:uhaam;ls;m).aagé.,@).’ﬂl

bl delsby oS5 Il ajolaty o cwsd SELI dadlas Gl elilawo Y1 6ISAT)
) .Lg_\,ﬂg‘_.b,ﬂ};.ignusmu;\_\a_\@m@@MBQQMLJA&:A

4553 D13 sl Lglalail 28l hag § el SIS Bald e Lilas Y1 oS (Sang
2a Lgman il DLoiludl Jalod le Ljlasd Jany LaS Ly wcs Zoayin spglaal Ladg
e adSIly cbla¥ GoMs i - B Alle sl I @bl gl o=yl
il yaiall lglas Sy ¥ 13 Sl cellas Y|

Sl sai s oo Gle gamd e due Luall LY 1y dygand| el IGY 1 D5 Lal
Bls] e Lelilawo ¥ IS ae Lund  dyslas Sl Gauds LLe s cAawlid SlLus (0
5 OIS ¢ Lbas AlaTomadl ligugdl 3 cpda diadl s Sleg e laglaadl S Julsiy
BLAY1 58500 08 Bpiond sy ¢ dygyalyll Dlaayidl b Ui Las 15345

55015 Gewla o3 Lonad ST s T 3] oSonillg AN b e Likaia ¥ 1 £IS.001 593 iy
DLANN s 4l pl iadl H L sy Gum s e 0)93 puatiy Jed LAl 351 Jloe e Jusnll
Lage ! Zelai¥1 pod3 3¢5y 09 ,Lakally B3LAN iy Lin § Gl diadly 33LAN G B
cilaioall Joadl Slyluns Cpus il Bral s Byguny Sllasall Julody e lilas¥ | S
19 18IS Ly Ay 5uia Ay el SIS 131 ub.ajlt_’)LoJ\_\.la_‘\wJ\)_ajltbmg;j
sty sl s 18,18 Crass

P JS S PESPRPPPISS Y9- UMM [ 1 [ Y WSS [ RV T { PREPOS T { I NP
Oy Loy £ 6y J5-5 6T 09 (30« EMLY T SilBgly Gl Y L2t (il Lelilain ¥
Lias F158 L2155 Has0s e ylaell Jia¥ | plusiiuy|

Gle Al ! Sl agil dgs gl detumadl coliaw¥ IS0 1 Cilia)ylas iyl
ol aity cAelai¥ Jsls Ol yail) d\_“ust\ Lo, SIY ) Olasmgll BlSIsa
Oy e puglal i Il ol pyslall el 1Sl plasit il Says . @ Ulast 2515511
e Lt HLadY 1 Zakaily e U1 9T ¢ 2y Siaadl ¥ LW | Judaa Jadhs 49,080 | Olasa
Llest A28 Ay Qﬁ‘zr\dwuéugu_mmc_@mm dalg. A8Uall SIS & b ol
Sl aey ¥ Ulae Jaay Yo dilmad] Glasgl o dauls degasa (oo 2 UAS dalaiY
;Mufﬁ@&my\;su\wL¢$&M 4888 alald s ddac
J;L,_.L“s_u.:.gm.umd\ul_A}wl)L_Jﬁ\mhqu_Pa_u,uylﬁ.c CGall L9,en
Lo g 38T 235 3CIY1 Cilammgll B 4auli o5 sy OF e yed| (349 . 2ua <015 Silalgly|
LBl 59 e g i1l b Sysricny

lgele datias Ll Gl 0ET Lo~ «NLP| dpnpdall 421 2sdlae» L3 pJ531 O
Sl oL 25) 75T Bpanll eladll il 1] ~«LLMs| 3_ssocall apalll zileidi

11



Aol Cleslaalls @15 S Jlas JK4 5005l il «Deepfakes | L_iatell 2ay5ll
Lpalaslys DlajT JLatdl ol alos Slelii Jla i) Gle 3,08 e lilawo ¥ ¢SUL dageall
Oiedl pdis B elex ;e 35U ol duany

Sl Salelaall JAT dmd Ui Sl e lilas¥ 1 1S gy OF 2850
gl pllad 3 elilasY | cIS U sleladd ey, Sl 3aLAY L lgals o l,all 3l Sild Ty
fesis Beall Caclinds  Jands ,Sad dsaate Blasl ilsl e ¢ g,Sall igdial| 32l
b Ghdis 5y5d s Bysuny Dbl Jlods 251 A LA ALY Jia S Lle o5)ud
Oslalll b LLISA| O gas - plgal! gL Crannmi e Silgall ool Suiats OLAN 351 dulac
Le gy a8 ,38T L3 AT Siloal Gy Suall Balad) giad Al ae sy A1y Sl | o
SLBLah Slaglaillada pli i Guey GlaiiBudee LM SIS Lyl 7 Lailgild
.“’s,sm;u%,b.mggsmb‘sw\ﬁmé\:gﬁy@

Se—wlsmtl dageaall Sldaall (o Gellall Joidl e (asiel caaall lda B9
O all )y 2S5 Sl 2555 e lilas¥1 1S3 le LIS uatad! Slileal
RURYV PSP [PRRPICN P

Sl e eyl Anpds 3 BysS Gt elila a1 S 0T Op—asiall
v Hang AJUAN SL sl dey o iy Lo e il Julsnl 55Ty« 451001 dels¥
Al dladly oyl dapds G Dy yia a8 Olagedl Al

AU iay « DLl 8y e Lo el A1 zacai paie O O,Siall @ Jslaall 3o
TS @ g ol IS 3,35 3aT5 B8 wuall g (o do gl Botical D
- oY I 3all JSLegll B e lilao ¥ 1 elS W gas ) A lond ] Jham ey alill Slidall
cOlagell S €apluali» adlpae Al o i Jale Sl it loyy dyeagid dulec lads
Ngia Jsdl e Yo

O le O5AAT8 385 oMST Ay ad) £LT (00 (53l AT) e gag Oauilas |yl Lal
sIS U1 598 Lle Gouiladydl 3§50 . k)05 Y (5)skat ga 6, wwall Leldaw ¥ 16IS U150
a8 Cyiee BrAL el L) 8 Gililasll w\;gw\uéu;mm
RPN |- TL{RS PR PO V- P [JU N EONI POL I Y PSP mwbuu,m

£lS U1 slafiel 85155 8 Lol 193 coali e D 3ally o) A suliandl Jalgall O LaS
oo ) € oSl s Ldia S dalasi wl 215a] oo il Gles S elilaws Y|
Lassdy 1ol J Loy L Laall & lg b=l Ay, S wwall Sl wlpaall ke

04583 piasy oLy

2025 119541« 22 330l ¢ dnuulill &l o dailptl Gilwlpll 8lao | 12



RUPS GUT g:uhaam;ls;m).aagé.,@).’ﬂl

S (98 (St (30 W Cilulows 2 (o Lidnio W ¢ (ST LGS
O sl Jusdl  oglai dlasn, dgiacdlp2017 plat dids ol Lgm Sl wl 48,59
ceblam Y elS 0 I ELiat dygesdl daa ¥l Lo fueall sl 8 K el ¥ IS
Rt Ol adsgt Caugyy . WA Wl s Siw Y Sl yaall u,m e dildis @A
CY s s e e Gilgall el 3 o5at (e o1 4o, Il Lelbull - clilaisy|
A B asgex uall 3555 Srualllia Sds . (ISR) gMlatwy |y L815alls Sl Lsiwy|
s A sl dilually caudlally S Lsiwd s« 4SIN SLSpedl: oo cdauydy DY s
.(12)‘3\&5!\&&%;3\‘_55;1‘\3‘3)2*@\3 331t  BlS el « g ST Y |

b Jo¥ 1 allall el eSO 3 e S oY salally Capiatll 1ia Loy
Jundy A diade doy g 3aD ol 529 :p2030 ple Jolo elilawod | cISU| Jlas
Slrsll pellan 8 mrandll boglas ay &5 il Aay, | ZLEF T elals  AiSal1,IS0Y
ol s «Feiyi] ;id» e aisi s 35l el Coy3ke c JUall Jarew Slad . day,
Bolsn musl le Cads a8y eladl Do gonll 8 Joall Sle )38 oI Lall B Lge sl (e Byl
G Bl @ cslall L Bpasiie duslad i) B 0S5 ¢ uallalSI5all 2 g)sla il
9 el ¥ £S UL dona el plgall ol 23 15all plga Jpaitl celosl|

gordiadl e inall 3,31 Aiay a9 (CFH-97A » Jia degiis daliil (ypuall y5ka LaS
Sl e 38T 51 353l J—ae’ Eu (Loyal Wingman» salsiall 33,10 SGya¥l
DL aall e LSl Lgac g galadl 8,5 all 331y € yu PS8 ycuall

s Gle S Bsyg) «PLAY ipall uaddl sl Glus» 3UL1p2024 ple o
(LsreS 3 38,0 Eadl € a1 uillID Dlyglin S5 e lilaws ¥ IS UL Lige a S
Joo¥ by JSLAT Cigyo 1= a5lad JLw)l GSora¥ 1 Gl plid (s g1 18 U3y
saill L.!a_m 931 3,21 J| —(Quadrupedal Unmanned Ground Vehicle - Q-UGV)
VN |

Leiiuas LISLY le @SLAT e Blgll aroloiSil lgellad Jiadd Busiall SLY Y Ll
Olralg Slaslaoll L g15iS5 3 alhe Boa S Lgadyay Laaiod J155 La ¢ asulall Zpe )
o lgd Balp I O1ES (ye lgi sty geid| @y pldte Gudliol lgigarlga 0l gl
(Balall b Lelilao ¥ e IS0 ras il Ty el LglSLuas Lgilay S skl oylaidil
30 Bylaguals 5L Ayl a¥ Ly (ras EU3s (Liluasa 0,dis 51L,all 315315
.(18) (JADC2) ¥ Lonall ey

CLeall g yom b Uy pomn i JCAS (LLMs) A asuiall palll 7 3Leidl O Las
lgiais o dosilScale ATAS, & x o —Suya¥l Glyadl o Blaf o 2803 38,40

13



DY el e sie 350kl Blagendly 33LAN £9dis e s 3 «Donovan|olagiss»
Third| U3 ey gt Aoy 19 0wl 335 ,0all S50 § 115155 L2485 B9
Jalay Loy Bl l SLY LY (65 uund) 334101 e Lilasdl 3930 le ST o5 «Offset
cisaleadloda IISLEwly . O g aad| ey 48,8101 Sl pladl iy A g aid| Aol ¥ | D1Sa
L 835085 3Ly dua S O B el SLY o1l e 012017 ple SG5a¥ 1 23501 530
OB Bl oyl O G LeSs . 6 Suuall 1gd 95 ) it —wl Olosal ¢ e likan ¥ 1 5S. 3
LY ol ety dilaresals ucuhmx‘;\s;u@M\;bw_ng@uumM\
Bland | 3yt A LS yuslailly ,ISEY 1 Bty ppa Y] Bl

Project| aylad 9, dia le 1508 15laie! (052 liid!) GuSy5a¥ t\s_u\:zjgj Aaiady
(e lilawo¥ | IS LEaT plasiiul o8 magill 9o Sl gad a5l eIl . «Maven
cplaiad | dove CBlaa¥ i of (ol 430 I heilly iy ca STl e byslall
HLlad¥ g Ao Mt ¥ | Sl Leladili I 5344 golia 5l A0 sl I ISl
Eoo5 ey o G5.p2017 ple B g, diall Bl a8y Jail sl e layuds A cliall
iSan 5 CNGA| A ISl udlyaadl S LT s Gl ol AISSIM Gy 45ldos—wus
g 3135 iS5 iSas «CCDAO| U5 Liidl b elilawo ¥ ¢S U1y Guadyl Go5—di)
L ey S LAWY | §95dd

AUSia dale Y ;¥ 95 Lla 36 &L dyiliue Jrall S0 e Aol Slgall Cunias (B
el CiB gl by «LAWS| AS LAl 051000 Aol w1 Zadaii» Lle lasleicl Suadsclgilsd
Jolo e e €3y anall S5l oyl sl U (55001 Lkl Jled Caln aaa
s s Lol s (93 ey (31 g if) (vt L3S Jue 1800

sIS U1 Dlapdatl Alad) Lgio b S5 LSS oY Lagsé b Lgundl Ly bl Losay
Biall OF ed b ¢ A aladd Loy S do ) Bisa e« S awall Jlonall b elilaioY|
Sl 52 oS rgunpy dilas S elilan ¥ ST plasil ol Ol Dyl 4yl
313l Lo Lol e Ailaglaall oy s oo 5 5mmeli Lgil Gpmniil w31 OB uuaal 6
do>a

Gle Dlaslead) JS 853 el ¥ 1S U150 3 e ol SOl Al ) 3555
- Dleainally Sluslead| 25500 adle ¥ | Julia Tl oyl 55 65 (a e ool | S glunall
J313 Bllaill Aaasly i sd S| ) e lidao ¥ IS UL Gage el dpandill (oymll CBugls
A lsl gla S I3 (e e Silaglaally Sliay—wdl oM e pouasdl boiam
2,Siuall Baell adgs . Adugiuall Claaisall ylyatew! Calacsd At Clasglls
Sl b Lgundi Solanily . diilaglaall cuymmdl Bllai (pauds Dilyead| Coymnd| gy Sy )

02025 119541 ¢ 22 330l « dnuulill &l o dailpdl Gilwlpll dlao | 14



RUPS GUT g:uhaam;ls;m).aagé.,@).’ﬂl

sy gucad ¢ Byplatall Gy, wall Slarally duo 51 sl Jwdhas Chnids g « DLl
Blagaaly 8Ll Aakail Julaail ¢ Lelball Leliaw Y1 S| Caglssl le 5855 Al
oo Gpag ll Slodll dalaly . Silige Boal Gramdl dima dolul plasiuly cpomsdl g
e 5538 ¢ e lilaio | £lS3 Cilpa)ylasn Zasetas «aiSa JSuy 8o dus Cap—wly> 380
e 43y A, Sall guall Cilima s of Jubaad ol Blyisl gyt Slyandd! $LSas
R VA [ RPN

¥ 859 s il e lilas 31 e IS 1 Zakasl O 4iatd A yall A Bl dm 31, ¥ ) Lal
B! s 8515 LT 1y PO Ll fslien b Bealll SL_aialclgic id
25 (CCIAD) e bl e Lo ¥ 1 ¢1SM1 BaaiS St osoly by 3yl o S 01
Jloadl B dons 35ga Br—wily c pelilaw Y| IS UL dayiyell 3MSY | LAY dodlasy
o 3Ll e Ll Sy aal skl c Aol SIS S05a0 me 0658 wall
a8 Agaally dySall Slandatl gl lal e llaw ¥ 1 sISU1 3 il | s

i Lgi1d e Bl e Lilain Y1 oIS I Gkl 1 B 33,05 3 Luiyd OF (s 051 Ly
Slonall o Lo oloiSi oo plusii ol epkaild Adoudl 3sgandl 3ol I 4513 Zidgll 3
Glal ) oyl il eSO 6 oal1 G e daall SBMall O e D6, S il
SLALATH I Juo sl 5 oo gy Lgilinsd 01 LS o1 8 8,500 slay¥ | auala
LAl Ao g el Bl Japids ol e lidao YIS U i) 2o

Olraa Lagd =LAty | piad Olyauaas Laws ) Olidgl> Laag—2dledd! Ly)ysSs Ol Lal
uadsie IS > S Sl Grasd elilan TSIl le slale ¥ G lallas Lo
G 05 i Olrgls Con o by Laggarlsd i AumnolsiSilly A0ladl g all Gy Liaysas
o ES5 0T U a5 peal 3 il s s elball e lilam¥ 1 sl 1 kel
ol B Lglinyd Lol e Jslan] o 8,8l ISLE SN a9 e Lil,S ol B Lgiagama
plasiosl 8 A et LsS il e Oll o« U3 mag Lagy e ST Cpaliasl S
CALed Al Slasa 8 el Y1 (1S3

Loiall agdiall 1o g 3,1 (el Lgisd (nlpaiinl @usuiad Ll talad Ol O @ )g
Olasleall 5glad (S5 gag . Gogadll 4AliSy 1 ¥ Aleddl LysS b Lelilaw ¥l S
1S U1 ke Ly posilans B #aw O = pSuall Slholiall 5T Sl yanl e elgusm d-Liall
ool BlS s Jfo Al S¥lona B CML| JI¥ 1 lailI» SL_iaTs elidas|
SRS FEIPON (P

LS5 Lighly Ol —unSlis LS55 Liladl o g wwp¥ | ppuamll 13 65331 Joll el
Loy edol i lgilyd b e lilamd 1 elS A1 Aalail pras Gle L) JanT g3 e 4ol

15



Lo by Lgre Luna 0555 01 Bygually Guls . Ada¥ 1 Dy gl Lgilsun dals ma iy
Aaatall A LN Al el e 6 Sl £.3,01 305e0 I L] Joadl s e 3¢ iy

el | IS A plasiud | Gle Flia Lghu gy Sl 355 « Sliad| 12 o
Lo Doy Silas ) 6ol b cpgungy Baasall 5ud CBlua¥ g opiaell Blagl il
P LMY wglalgis (e LI 1 ST Soall Ganys Lgasuas: gdoy 48 La sy —
iagng!l wgielaily Lol giSCl gras
Sl SLASEN LIS
Ol ¥ 1 35Sy To¥ 1Ay b o I (AWS) Sl 3013 Aol ¥ Galail e ls
s ol Olaad 1 05 A5 ¢ Jaad s LBl OLaas ¥ 1 09y Gilidls ¢ Jasd| s panis
Lo 09 - s Uiilotm tiif o oy« iy J505 09 (e LS ATl Zedai¥ 1 6T Jaal]
LB, e LT B 093355 (i yS—anad| BALAN I ¥ Baaia Wilsd (e dyle Golaii b
Lgalasiol 45 pelle @ulald ld I b e dnsd|

B13] ate lin A S 5a ¥ 1 sLaall 393 (ha 9y Ol dudall Jody e suall lia b9
LBy Spsill Lilaskaie 3 5Sal (o : gBlaall yasmis do-dally Gy,Saall ¥ Lty
OlsaiF| i OF g b elgie ie ¥ L1 AR5l DY Lai¥ | il e Jlanell a6
Slilee Dyolaisl o clibaa Y1 elS 335> Gl L aged. Aalai¥lsda Joc o] e
Oy G35 S LBL (o Juiadl 05K o il Aangonl]

a3 £y By b ol gguny paaIl 3 asl (e Cagsly 210 AIS e Jad
Y a8 LI B B fslsas dpllay o Bls WlB 5T g5y HLbs 4 33,1 18 @ U1 )
LgiBs Lgiadhes o AlalS Ga% GMLY I e (LAWS) ZSLAN 251401 Sl w1 Salail il
by dnale La5 AU Aadai¥ LAl AL sSl ATOTEUd ) Bliay . @ igiltanas
S omgandl lia ©3509 . 3alimall oy il LGS o1 1S ovall Bygl My iyl Zaggan
o) Sleadolasdl iyl Oly dusls ¢ e lilan ¥ S U1 AIMATwI Jo> STl SloSLall 3,15
L2800l e Dilagylipadl pres day Ciegilun

BLiied dayl5 il Aalasl L d 3 eedony Alinmall an prngl Balony 15438 0g i
VP JGT O Y PO (1) DY PR PSPPI PE  RVES U - S9N f PO |
Mi;ﬁ@\w;gé@;m_m;@uhwxg wwg\gg\&&ﬂtwigabi
5T 5aguniie (S5 o il | 2101 € T5,500 5 € Gugoml

Baliandl yuladll e OL8 cLgialaiuly LgiBag Aalai¥| Diliad)las Sodoll Jl b i
Data)QUL&J\My(AdversarialAI) Q\M\g;uuay\;\smausgéw-,aw
L0005 bas o dadgia st Blse 835343 = leslactl sLiadll Giogdiss «(Poisoning

02025 119541 ¢ 22 330l « dnuulill &l o dailpatdl Cilwljall dlao ‘ 16



RUPS GUT g:uhaam;ls;m).aagé.,@).’ﬂl

lgilaium’d ol M el Gailas ol SULA ! jaleaas e M e Clamgll sda (paxaiis
s LT U3 oy OF Sagp . 4313 p LIS € e Jslay Lo g9yt o ya LS
S L ey € OIASEI 9 €050 € gr i85 €LuiSOP o Jia cd> giaall jalasl!
s a9 PP S el Clucwball Laday Ao puas DLy S eLid] LI 250aS1 Gl
LA IS 0L gl « JalSIly dyloas e siage elilawol slS5 plai eliy Jomi el
gt Gy ZAE plamsls  CLAT) pa o liny gama LiS1s L ¢ Jaknall

géL(STRATCOM)Q&»ﬁilwwy\m@\mbwyﬁ E,quly_?ﬂcjm NED)
Alas» jLaisl Las] (WOPR) el 217 EIlia WarGames lid 3% :5k15 32024 ,y51s]
el OIS G e lilaca Y1 IS U UT A8 A1 3 Gag J€ Spad] Slilaall Gylod Y
S 34T LgS el (g BumnaSly ¥ 1 53LAT] 5ha A WOPR Gllai ¥ (i S13Ls 5L L Ly

Aoy SLebill eY il Jlaisl gadi e el Gelilaw ¥ £ U1 pasiiul Jl> by
CAIBISTa il Bua EIMTaly SLate Yl symmad o ST Lo 433470 (8, S jaunl Dol B yuS
b e O Jo¥ il 4liadl 3uas pommglly 853l un ALY s zoy Juas
osiiy Ol ol el Y| dans el Daastl Dl 38y d,raluwndm_m\
s ) L3IS Labls I8 ) Jo¥ 1 2ypiall sty uLiadT 013 ¢ G5 (yns . Folc 15545 51 133155 e
Asidag douisly duedy 8508 euasdl gla) T la sl

e oo Iy le 0T clialal i ile dagas e lbudl eldao Y1 eSS AT s Ol i)
Gy il p A4S mag . dgle HLAN gailn s g ySuall 33la)| dalepas Ga 6T Y] 1S 5all
plga ST LLS 0f Jaisall (ye «(Generative AT) ¢ Joill Lelilaws ¥ IS o
cSllaatl salsl slac) of Slhluadl tadass Jia e dulal) ol il L;;sm_“.wji SIS
223l (SOPs) dylina Jua &5 Cilelyom] (ypa diaials Lag 2,Swuall JSLiglly idl O ag
J315 3581 Daplaie Cania) Gali e lilan ¥ oIS 1 Galail 3 Lgarlas] dulac Janinydetll
A, Suead) S bl

5 a5 dpaylall 5l Lyilie S¥ood GO s dany Hslall lglanday (isusd| OF iy
& D90 > ol oiST Halalll 8,50 )Ll mag . dudlaly dpuuiwga daglie dxloiew cdulin d5
el ¥ IS U1 Gle Ajuedl Sl Slelastl Apiad O« gl fenyli B B givua
BT ‘4-1-‘44—‘&"-“439-’9-“-”3

¢ ilaad @31l ST | o Bomall b ety ae 8T, 5T @Ju Loyl Zads
Ol A Leilidl oyl —elibao¥ e ISU1 () 5las (1o la e g Palantir Jie OIS, 48
Lalin iy Lo yonl gramads o yaT Loy e Lapaing 38 5%a umasdl 058y > e Aol Suudal, 38
gl B JBY le ¢ JalSIly dplayi ol elidao ¥ ST mylaiony ¥ (LAlel Lalisus L3315

17



O 5Sag e Aelai¥ | Cilidsg  Giladl e il ¥ eS W« SULd ) ae— 0T lia i al]!
V2518 Gl Ty Aadyia yud il ] uads

YV i { I -DOR SN [ - FPSIN Pt | Gl SO A B E S-SR | YOS | - - S SV BN P9
Olasswdall Sl 28l 0iSI $aBY | juac SBs. awwlsll ZLEF 15, ISHY | g din po)
caeliyy miasis dne CaSI yoaalall ol a3sAT Y AT )slalll CALS Cigli G,S el
el ySuall $5aTly AT 1= I gl oyl Jia Y L Sl yglids
Baclall @odll s Lws s (rmalls Basiall LY ol i il e dpnolpaad | Sl Luall
el S U1 plal JalSI g loaiy | :\L\Q\E)Lm Lo l®  aeLiadly

-

Al
ST Oliall 3| g5y 18 BB re s DyalalBly Dl (el e mundiallpodl @lle 3
53_,_“:‘;uu“me@uu\_;L%,umwuam_&ujmysmgmmgcmm
S dgdia b Al yaedl duasall Dile il A5 plall i ans (5BISTI (e Yoy mally
Cladiwd s Lelall p AT I 35 . e led) ,a0 bt Cialus e Cpudd!) pote Uloy
ety g6 ol e lilaus ¥ S UL el Bliaw uiad OF Alainl 55 amsln¥
coandlagian; Glhad Cle Ui gl @my@am\w,aybﬂugwﬁm Jas Al
Il e dymn«Jmuuw@#q\mumwwﬁjwﬁ_mmw
Ollass . ian Sy (ol (ya Loy 38T Aalll 158 € e Bl e lilas ¥ TS0 ,32) 0
Loy € plall Gelidawo ¥ 1 oIS Budoi (ya Silgiuw muday oy Gle I ¥ ol 5isC p 15301
slolally L ol oiSI IS, bt il Jal amy STLia J15 Lad e 8301 (4 e Chual g
OSans e il ¥ S oo ATl Bluall Jol> (e O 16115 Lo Oarenals¥ s
el Cilislie 3 sl iy OF (s Sanal) 850301 5T LI (sl ls sl JLn )
I o s dod oy b (I Lad 1 1851 () as T J15 LaS s LIS Y 0l o )
5alall asl Le s Jalaadl Shs . € (s latll (e 15 ¥ T LayT gy (ST ol gbluty Gnplas
ool el Boaidl dsbun¥ 1 e Aol AL e 15285 s ¢ el Copgdoad|
oY ponidl o3 g 4l LS La» 1 S8 G pobatl Gosko g el L3, L)
Looidl Cugymdl @8l dgarlge N @Ilall Slaiay b e dsliadl s 50 JUal Juadyy OO« pgmnil]
o) G oyl of

2025 119541« 22 330l « dnuulill &l o dailpdl Gilwlpll dlao | 18



RUPS GUT g:L'dmaYﬁ £SA jac B gyt

J3laligaai

(1) Carlvon Clausewitz, On War, ed. trans. Michael Howard Peter Paret (New Jersey: Princeton University Press), 89
(2) Emma Graham-Harrison Yuval Abraham, “Revealed: Israeli Military's Own Data Indicates Civilian Death Rate of 83%
in Gaza War, " The Guardian, August 21, 2025, https: / /bit.ly/48Vx46l; Anthony Downey, “The Alibi of Al Algorithmic
Models of Automated Killing, K Digital War 6, no. 9 (2025), https: / /tinyurl.com/26e457qp
(3) Bethan McKernan and Harry Davies, “"The Machine Did It Coldly’: Israel Used Al to Identify 37,000 Hamas Targets, K
The Guardian, April 3, 2024, accessed September 15, 2025, https: / /tinyurl.com/ 27ats361
(4) Kevin Krewell, "IBM, Al and the Battle for Cybersecurity,“ Forbes, September 17, 2020, accessed September 15,
2025, https:/ /tinyurl.com/y5fbésrc
(5) Tom Simonite, “A Zelensky Deepfake Was Quickly Defeated. The Next One Might Not Be,” Wired, March 17, 2022,
accessed September 15, 2025, https:/ /tinyurl.com/28c58dva
(6) Jean—Marc Rickli, “The Strategic Implications of Artificial Intelligence, ” in Handbook of Artificial Intelligence and
Robotic Process Automation: Policy and Government Applications, eds. Al Naqvi and J. Munoz Mark (London: Anthem
Press,2020),48.
(7) Jean-Marc Rickli and Federico Mantellassi, "Military Uses of Al and their International Security Implications,77 in
“The AI Wave in Defense Innovation, ” eds. Michael Raska and Richard A. Bitzinger (New York: Routledge, 2023), 18.
ziladlllg E_m I A o gh e elilan YIS I Aalail - ZalLdd) € gl | Gyuiual 1 210 Gpad: Alasdla (8)
O sl (e By alls sl (s S5 85 Laa Gl Sililac s 3ol il Ao i 1y cLgilanysia
bl ell . 38 5o Lo aS ol 3D 5T a3 Say ¥ La sglal (3 Say ¥ 3y bolsual!
Steven Bills, Nick Cammarata, Dan Mossing, ;Ienk Tillman, Leo Gao, Gabriel Goh, Ilya Sutskever, Jan Leike, Jeff
Wu, William Saunders, "Language models can explain neurons in language models,” OpenAl, May 9, 2023, accessed
September 15, 2025, https://tinyurl.com/2gb2ucbm
(9) Daniel Egel, Eric Robinson, Charles T. Cleveland, and Christopher Oates, “Aland Irregular Warfare: An Evolution,
Nota Revolution,” War on the Rocks, October 31, 2019, accessed September 15, 2025, https: / /tinyurl.com/2cmb6d3k
(10) Kareem Ayoub and Kenneth Payne, “ Strategy in the Age of Artificial Intelligence,” Journal of Strategic Studies
39, no. 5-6 (November 2015): 793-819, doi:10.1080/01402390.2015.1088838.
(11) “New Generation Artificial Intelligence Development Plan,” Digi China, August 1, 2017, accessed September 15,
2025, https:/ /tinyurl.com/2bqzzemt
(12) Ryan Fedasiuk Jennifer Melot & Ben Murphy, “Harnessed Lightning: How the Chinese military is adopting Artificial
Intelligence," Center for Security and Emerging Technology, October 2021, accessed September 15, 2025, https://
tinyurl.com/26eojwdb ; Laura Podda, “China’s Drive to Dominate the AI Race,77 Atlas Institute of International Affairs,
April 14, 2025, accessed September 15, 2025, https: / /tinyurl.com/2d44uksk
(13) John Scott Lewinski, “These Are the Lethal Autonomous Weapons That Terrify the US Military, K Popular Mechanics,
June 3, 2025, accessed September 15, 2025, https: / /tinyurl.com/2dgnkéer
3555 Lgudamy s o (LALd a0 5313 Coligny (e Loyl i s ¢ Juddhl] A3 Spaaall oS s (14)
calalSCa 0w daglaieS oyl J s Sl ada calawmiy . 4y, didl 30801 G547 deyuy AS,20dl Al Olyraied Lielos
bl yell. clilan ¥ oIS ATL A3 e Cilylec LaiSy A alis [5lgal 3559
David Lague, “In US—China Al contest, the Race Is on to ~Deploy Killer Robots,” Reuters, September8, 2023, accessed
September 15, 2025, https:/ /tinyurl.com/23xtce4s
(15) Matt Berman, “The USIs Already Fighting the World's First Al War—And China Is Winning,” Popular Mechanics,
March 11, 2025, accessed September 15, 2025, https: / /tinyurl.com/25p24lo6
(16) "Ioint All-Domain Command & Control (JADC2) Strategy,” US Department of Defense, March 2022, accessed
September 15, 2025, https://tinyurl.com/26fmwgeu
(17) “Scale Al Partners With XVIII Airborne Corps for First LLM Deployment to a US Government Classified Network, "
Business Wire, May 10, 2023, accessed September 15, 2025, https: / /bit.ly/409q¥nh.
(18) Gian Gentile, Michael Shurkin, Alexandra T. Evans, Michelle Grisé¢, Mark Hvizda and Rebecca Jensen, “A History
of the Third Offset, 2014-2018, " RAND, March 31, 2021, accessed September 15, 2025, https: / /tinyurl.com/ 2ckuyrja

19


https://bit.ly/48Vx46l
https://www.routledge.com/search?author=Michael%20Raska
https://www.routledge.com/search?author=Richard%20A.%20Bitzinger
https://bit.ly/4o9qYnh

(19) Brandi Vincent, “ Growing Demand’ Sparks DOD toRaise Palantir s Maven ContracttoMoreThan $1B, " Defensescoop,
May23,2025,accessed September15,2025, https: / / tinyurl.com /2842cxqr

(20) samuel Bendett and Mathieu Boulégue, “Advanced military technology in Russia, ” Chatham House, November 2,
2021, accessed September 15, 2025, https: / /bit.ly /42y1iZd.

(21) “Artificial Intelligence in Support of Defense, K Report of the Al Task Force of French Ministry of Defense, September
2019, accessed September15,2025, https: / /bit.ly/ 4nHTA7].

(22) National Defense Review 2025, The Secretariat of the National Defense and Security Council of France, July 13,
2025, accessed September 15, 2025, https:/ /bit.ly/3WyxcRK.

(23) Héloise Fayet, “French Thinking on AI Integration And Interaction With Nuclear Command and Control, Force
Structure, and Decision—Making," European Leadership Network, November 2023, accessed September 15, 2025,
https: / /bit.ly/3KHORFZ.

(24) Adarsh, “ChatGPT for Cyber Espionage: North Korea's AI-Driven Phishing Campaign," Sify, September 25, 2025,
accessed September 15, 2025, https://www.sify.com/ai-analytics/chatgpt-for-cyber-espionage-north-koreas-
ai-driven-phishing-campaign/

(25) Joseph Trevithick, “HowThe Military Wants AI To Help Control US Nuclear Arsenal, " The War Zone,March7,2025,
accessed September 15,2025, TTPS: / /TINYURL.COM/23CQ90ZX

(26) John Christianson, Di Cooke, and Courtney Stiles Herdt, “Miscalibration of Trust in Human Machine Teaming,”
War on the Rocks, March 8, 2023, accessed September 15, 2025, https:/ /tinyurl.com/2yx8nh5y

(27) Jai Galliott and Austin Wyatt, “Risks and Benefits of Autonomous Weapon Systems: Perceptions among Future
Australian Defense Force Officers,” Journal of Indo-Pacific Affairs, Air University, November 24, 2020, accessed
September 15, 2025, HTTPS:/ /BIT.LY/46HJ1EV

(28) “ Deception and destruction can still blind the enemy," The Economist, January 27, 2022, accessed September 15,
2025, https:/ /bit.ly/42A9Vma

(29) Emanuel Fabian, “IDF Probing Possible Interceptor Missile Misfire," Times of Israel, December 2, 2023, accessed
September 15, 2025, https: / /bit.ly/3WAvuzj; Rory McCarthy and Oliver Burkeman, “Patriot in New 'Friendly Fire'
Incident," The Guardian, April 4, 2023, accessed September 15, 2025, https:/ /bit.ly/48F2M83

(30) Chris M. Ward, Josh Harguess, Julia Tao, Daniel Christman, Paul Spicer, and Mike Tan, “The Al Security Pyramid of
Pain, " Arxiv, February 16, 2024, accessed September 15, 2025, https: / / arxiv.org/pdf/2402.11082

(31) shilin Qiu, Qihe Liu, Shijie Zhou and Chunjiang Wu, “Review of Artificial Intelligence Adversarial Attack and
Defense Technologies,” Applied Sciences 9, no. 5 (March 2019): 909 https:/ /doi.org/10.3390/app9050909

(32) Ibid.

(33) Zachary Burdette, Karl P. Mueller, Jim Mitre and Lily Hoak, “six Ways Al Could Cause the Next Big
War, and Why It Probably Won't,” The Bulletin of Atomic Scientists 81, no. 4 (July 2025): 305-312, DOI:
10.1080/00963402.2025.2515793.

(34) Ian Reynolds, Ozan Ahmet Cetin, ‘Waris messy. Alcan "thandle it, ' The Bulletin of Atomic Scientists ,August14,2023,
accessed September 15,2025, https: / / tinyurl.com/29hwnnhu

(35) Ibid

(36) Inaugural Address of President John F Kennedy, January 20, 1961, John F. Kennedy Presidential Library and
Museum, https://tinyurl.com/ybdslp4g

92025 119541 ¢ 22 330l « &nuulill &l o dailpatll Slwljall 8lao | 20


https://bit.ly/42y1iZd
https://bit.ly/4nHTA7j
https://bit.ly/3WyxcRK
https://bit.ly/3KH0RFZ
https://www.sify.com/ai-analytics/chatgpt-for-cyber-espionage-north-koreas-ai-driven-phishing-campaign/
https://www.sify.com/ai-analytics/chatgpt-for-cyber-espionage-north-koreas-ai-driven-phishing-campaign/
https://bit.ly/46HJ1ev
https://bit.ly/42A9Vma
https://bit.ly/3WAvuzj
https://bit.ly/48F2M83
https://arxiv.org/pdf/2402.11082
https://doi.org/10.3390/app9050909
https://thebulletin.org/biography/ian-reynolds/
https://thebulletin.org/biography/ozan-ahmet-cetin/

